
Liongard Security 
Posture Overview
Your Trust, Our Commitment to Excellence
At Liongard, security isn’t just a feature, it’s our foundation. We deliver peace 
of mind by maintaining a secure and resilient platform, built to meet and 
exceed the highest industry standards. Here’s how we ensure the integrity 
and safety of our platform:

Physical Security: Fortresses for Your Data
Liongard’s cloud platform is hosted in state-of-the-art data centers fortified with multi-layered security.  
Features like biometric authentication, 24/7 video surveillance, and dedicated, locked cabinets create an 
impenetrable barrier for unauthorized access.

Data Encryption: Uncompromising Protection for Your Information
Your data, your control. Liongard encrypts all user data, ensuring that only the creator has access. With no 
access to encryption keys, we guarantee your data stays yours. Every transmission—whether via platform or 
agents—is secured with HTTPS, safeguarding your data in transit and maintaining its integrity.

Network Security: Securing Your Front Lines
Our platform employs advanced firewalls, intrusion detection and prevention systems (IPS/IDS), and web 
security appliances. These layers of protection ensure network integrity and shield your operations  
from threats.

Audits and Certifications: Independent Validation of Our Commitment
Liongard regularly undergoes rigorous audits by internationally recognized firms, achieving SOC 2 Type 
2 compliance and aligning with HIPAA and PCI controls. With US Data Protection Framework (US DPF) 
certification underway, we remain steadfast in validating our security posture.

Cyber Asset Discovery Security: A Foundation of Hardened Resilience
The Liongard Platform operates on a hardened Linux OS with no open ports or listening services.  
By securing communication with SSL encryption, we deliver uncompromising reliability and security.



Secure Coding Practices: Crafting Security from the Ground Up
Liongard’s development processes are designed for precision. From comprehensive code reviews to 
penetration testing, we follow OWASP Top 10 best practices, ensuring every line of code is secure. Our 
engineers are continuously trained in secure software development to anticipate and mitigate vulnerabilities.

Trained, Certified Security Experts: People You Can Rely On
At Liongard, security is a shared responsibility, upheld by a team of seasoned experts. Our team 
of seasoned security experts brings years of experience and holds a range of industry-recognized 
certifications, equipping them to address even the most complex security challenges.

Compliance: Leadership in Security Standards
Liongard stays ahead by adhering to evolving security standards and collaborating with industry leaders for 
third-party validation. Our commitment to compliance reinforces our promise of trust and integrity.

Incident Management and Business Continuity: Prepared for the Unexpected
Our comprehensive Business Continuity Plan ensures uninterrupted service and rapid recovery in the event 
of incidents. Predefined communication protocols keep you informed, while ongoing risk assessments by 
leadership ensure alignment with evolving security priorities.

Vendor and Third-Party Risk Management: Trust Built Across the Ecosystem
All vendors and third-party providers are held to Liongard’s strict security and privacy policies. Detailed audit 
logs provide full transparency and traceability, ensuring alignment with our commitment to safeguarding  
your data.

Liongard’s multi-layered approach to security reflects our unwavering dedication to safeguarding your operations, data,  
and reputation. With us, you can focus on growth, knowing your data and systems are protected by a platform built on trust, 
innovation, and excellence.

For more information, visit www.liongard.com.

Data Center Security: Rock-Solid Infrastructure for Peace of Mind
Our data centers are built to withstand the toughest challenges, combining robust physical safeguards with 
advanced operational controls to ensure your data remains secure and available - enabling you to support 
your clients without interruption.

http://www.liongard.com

